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Decision/action requested

Modification of the NOTE related to non-USIM credentials in eNPN SID. 
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Rationale

This contribution proposes to revise SA3 Study Item on "enhanced security support for Non-Public Networks" [1] in order to modify the NOTE 1 related to non-USIM credentials, which is uncomplete and therefore misleading. This contribution does note challenge the terminology "non-USIM credentials" chosen during TSG SA plenary discussion.
One objective of the SID on "enhanced security support for Non-Public Networks" [1] is to address UE onboarding and remote provisioning of non-USIM credentials. A NOTE was added to clarify the meaning of USIM in this context. 

NOTE 1: The term USIM in this context denotes the IMSI accompanied by AKA credentials (i.e. for primary authentication with the PLMN).

But, the NOTE 1 is not exact as explained below. 

In Rel-16, the USIM application stores credentials with subscription identifier consisting of either an IMSI, or a NSI or a GLI or a GLC. 3GPP TS 31.102 [3] contains normative Annex N on “USIM supporting non-IMSI SUPI type”, 3GPP TS 31.101 [4] also defines allocated 3GPP PIX number for 3GPP USIM (non-IMSI SUPI Type) in Annex O, and SA3 sent Reply LS to CT regarding the NSI in the USIM.  

Extract of SA3 Reply LS to CT [5]:

“As supported in the existing security mechanisms specified by SA3, both IMSI and NSI can be used to identify subscription based on operator configuration, but only either IMSI or NSI can be present on the same USIM application”

The NOTE 1, as written in [1], implies that UE onboarding and remote provisioning does not apply to scenarios requiring the presence of USIM storing AKA credentials with an IMSI as subscription identifier. But, the UE onboarding and remote provisioning to be addressed in 3GPP TR 33.857[1] does not apply to all scenarios where the USIM is required for 5G AKA or EAP-AKA’, whatever the type of subscription identifier (IMSI or NSI or GLI or GLC). 

Additionally, from editorial point of view, the subscription identifier is part of the credentials stored in the USIM. 

Consequently, the NOTE 1 should be:

NOTE 1: UE onboarding and remote provisioning of credentials for 5G-AKA or EAP-AKA’ that are required to be stored and processed on a USIM according to 3GPP TS 33.501 are out of scope of this study.

4
Detailed proposal

It is proposed that SA3 review and approve the revised Study Item on "enhanced security support for Non-Public Networks" proposed in companion contribution S3-203165. 

